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TECHNOLOGY BRIEF

Tripwire IP360 and Skybox 
Vulnerability Control

IDENTIFY, MODEL AND MITIGATE VULNERABILITY RISK 

Complex networks require the implementation 
and management of thousands of rules in routers, 
firewalls and other network infrastructure. Manually 
determining which devices and rules are responsible 
for unwanted access can be a complicated practice 
in any enterprise, large or small. Risky access paths 
that expose vulnerabilities can leave organizations 
open to attack. 

But how can you know which vulnerabilities:

• Are directly or indirectly exploitable by 
cybercriminals, internet hackers, compromised 
partners or corrupt insiders?

• Provide open attack vectors to your critical 
assets and/or business processes?

• Can be quickly mitigated with IPS shielding, 
firewall changes or other improved configurations 
of existing security controls?

An effective IT risk and vulnerability management 
program reduces the risk of cyberattacks, supports 
continuous monitoring of your organization’s secu-
rity posture and provides risk managers with useful, 
daily measurements of risk. 

To reduce your attack surface  — all the ways in 
which your organization is vulnerable to cyberat-
tacks  — you need comprehensive management of 
threat and vulnerability risk. By unifying vulnera-
bility information with the context of your network 
topology, assets and access paths, you can take a 
holistic approach to protecting against cyberattacks 
and maturing your security management programs.

KEY FEATURES

 9 Context–aware vulnerability prioritization of Tripwire IP360 scan results

 9 Attack simulations to understand potential network and business impact of exploits

 9 Remediation guidance and automated progress tracking

 9 Advanced reports to assess risk in the context of the business

Effective and Efficient IT Risk and Vulnerability  
Management Program

Integrating Skybox® Vulnerability Control and Trip-
wire IP360 enables organizations to create a contin-
uous closed–loop IT risk management program that 
focuses on the most critical vulnerabilities needing 

remediation. The integration provides specific miti-
gation guidance on how to most effectively improve 
your IT security posture within the context of your 
attack surface.

http://www.skyboxsecurity.com
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FIGURE 1: Vulnerability Control Summary Dashboard

Tripwire IP360 conducts comprehensive vulnerabil-
ity scans of your environment. Vulnerability Control 
then incorporates the Tripwire vulnerability scan 
results with known network security controls and 
simulates attack scenarios from multiple threat 
origins. The results of the simulation and Skybox 

security analytics prioritize vulnerabilities based on 
exploitability and topological risk to determine what 
demands immediate attention. Vulnerability Control 
then provides an automated proposal of remedia-
tion options and generates tickets and workflows.

FIGURE 2: Vulnerability Control Analytics Dashboard
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Skybox arms security teams with a powerful set of security management solutions that extract insight 
from security data silos to give unprecedented visibility of the attack surface, including all Indicators of 
Exposure (IOEs). With Skybox, security leaders can quickly and accurately prioritize and address vulner-
abilities and threat exposures.

REQUEST A DEMO!

About Skybox Security

Patented Attack Simulator: Simulate all possible 
attack scenarios in minutes to highlight all possible 
exploitation methods and attack vectors by multi-
ple threat actors, including internet hackers, APTs, 
malware and internal threats. 

Predictive Security Analytics: Quantify and pri-
oritize risk exposures in the context of your envi-
ronment, considering network topology, security 
controls and potential business impact of an exploit.

Attack Analyzer and Remediation Center: 
Show the security weaknesses and network paths 
that an attacker could use to exploit directly — or 
indirectly — exposed vulnerabilities, and recom-
mend what methods can be used to remediate the 
vulnerability.

Fast Threat Mitigation and Results Tracking: 
Receive actionable options for remediation, and 
track remediation progress through closure with a 
complete workflow and ticket generation system 
that connects to your security operations systems.

Comprehensive Risk Management Reports: 
View managerial reports that assess risk by de-
partment, geography or operating unit, and track 
changes in security posture and IT risk metrics on a 
daily basis.

Security Metrics: Track resolution of vulnerabilities 
against goals and SLAs, and monitor the ongoing 
reduction of vulnerability levels and how potential 
attacks are being addressed.

Vulnerability Control Key Capabilities
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